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OPPORTUNISTIC TRANSMISSION OF PORTABLY 
STORED DIGITAL DATA 



TECHNICAL FIELD 

The present invention relates generally to consumer electronic devices and, more 
particularly, to a system and method for managing memory resources on such electronic 
devices. 
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BACKGROUND 

Portable electronic devices are increasing in numbers and availability at a staggering 
pace. Personal digital assistants (PDAs), digital recorders, digital cameras, special watches, 
and the like each provide a high level of convenience to users without the limitations and 
imperfections sometimes found with older technology recording media, such as analog tapes 
5 and film. One problem encountered as the use of such devices increases is the limited digital 
storage space. For example, in digital cameras, the number of photographs available typically 
depends on the amount of memory available for the camera. While a user may be able to take 
i«s 20 or 30 pictures using a low quality resolution, if the user desires a higher quality photo, 

'tl they may only be able to take three or four pictures before using up the memory. The user : 

fi; 10 would then typically have to transfer the photos to a larger memory, such as on a hard disk or 
if other similar device, and erase the camera's memory before taking more pictures. Similar 

* I situations may typically be experienced with digital recorders, PDAs, and the like. 

i» One solution to this problem is for the user to purchase additional memory or a 

l;i memory with a larger capacity. While this solution generally provides a temporary solution 

^ 15 (i.e., the larger memory is still finite and, thus, generally limited to a finite number of 
il pictures, or minutes of record time without erasing its content), it is expensive to buy multiple 

storage media and/or media with large volumes of space. 

A second solution is to routinely empty the storage media into a larger memory 
resource, such as a hard disk, CD-ROM, printer memory, or the like. Many current electronic 

20 devices generally require the user to remove the storage media from the device and then insert 
the media into a drive suitable for the storage media. Some devices, such as the Sony Mavica 
(TM) line of digital cameras may use typically standard 3.5 inch floppy diskettes that 
generally make transporting the stored images onto a larger computer memory more 
convenient. However, many other devices use media such as Compact Flash (CF) cards, PC 

25 cards, SmartMedia (TM), multimedia cards, or proprietary storage media such as Sony's 

Memory Stick (TM), each tend to require special drives for transporting the media content to 
a typical desktop, laptop, and/or notebook computer system. Such specialty media drives 
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also add costs to the user. These "non-standard" media make emptying the storage media 
more inconvenient. 

Some portable electronic devices may also be connected directly to another computer 
system to download the memory's file contents. Some such devices will also generally have 
removable memory media as described above. However, some may only provide for non- 
removable, built-in memory, such as with random access memory (RAM), Flash read-only 
memory (ROM), or the like. The direct connection option generally allows for device 
memory to be transferred without the necessity of purchasing specialized memory drives. 
However, the downloading process typically drains the energy resource of the device (e.g., 
disposable or rechargeable batteries) more quickly, thus reducing the effective length of 
operation for the device. Downloading from the device also typically is much slower than 
downloading a removable memory in a memory drive. Therefore, the direct connection 
method not only typically drains the resources of the device, it generally takes longer to 
transfer the information as well. 

While many current portable electronic devices allow for memory management 
through removable memory and direct-link connection to a target computer system, in many 
instances, a user may not have access to an external memory or computer system in order to 
transfer the stored device data. For example, if a user is conducting an interview using a 
digital recorder, the user may not have access to a larger memory or computer system during 
the interview. If the interview lasts longer than expected, the user would generally be forced 
either to stop the interview, stop recording the interview, or record over portions of the 
memory. None of these may be practical solutions. 
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SUMMARY OF THE INVENTION 

The present invention is directed to a system and method that provides memory 
management for electronic devices having limited and/or finite memory resources. The 
preferred embodiment of the present invention includes an electronic device having digital 
data stored thereon, the electronic device comprising a packetizer for manipulating the digital 
data into a plurality of packets, a communication controller for opportunistically establishing 
communication between the electronic device and at least one remote transport device, and a 
transceiver for singly transmitting copies of the packets to the at least one remote transport 
device and receiving communication signals from ones of the at least one remote transport 
devices. 



BRIEF DESCRIPTION OF THE DRAWING 

FIGURE 1 A is a perspective view of a prior art portable electronic device; 

FIGURE IB is a perspective view of a prior art system for transferring data to a 
computer system from a removable storage media; 

FIGURE 1C is a perspective view of another prior art system for transferring data 
from a portable electronic device directly to a computer system; 

FIGURE 2A is a perspective view with a block diagram illustrating a portable 
electronic device memory management system configured according to the present invention; 

FIGURE 2B is a perspective view illustrating a portable electronic device memory 
management system configured according to the present invention; 

FIGURE 3 is a perspective view of illustrating another portable electronic device in a 
memory management system configured according to the present invention; 

FIGURE 4 is a perspective view illustrating packet transmission paths of a typical 
portable electronic device memory management system configured according to the present 
invention; 
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FIGURE 5 is a perspective view illustrating an alternative embodiment of the present 
inventive memory management system; and 

FIGURE 6 is a flow chart illustrating the steps of operation for a preferred 
embodiment of the present invention. 

DETAILED DESCRIPTION 

FIGURES 1A - 1C illustrate the prior art systems used for managing the memory 
resources of a typical portable electronic device. In FIGURE 1A, digital camera 10 
comprises the camera- works and storage media 1 1 for storing the digital data representative 
of the captured photographs. Although storage media 1 1 is shown protruding from digital 
camera 10, in many such devices, the removable storage media is inserted into the device and 
is not externally visible. The visibility of storage media 1 1 is presented herein for illustrative 
purposes only. 

Two general methods exist for transferring the captured data from storage media 1 1 to 
another useable medium. FIGURE IB shows storage media 1 1 inserted into drive 100 
connected to computer system 101 . Through its connection with computer system 101 , the 
contents of storage media 1 1 are transmitted through the reader head(s) within drive 100. 
Alternatively, digital camera 10 may be directly connected to computer system 101 , as shown 
in FIGURE 1C Here the contents of storage media 1 1 are read through digital camera 10 and 
transferred to computer system 101 directly. 

As previously mentioned, the existing means for managing storage media 1 1 require 
the user to physically connect to an external source, i.e., computer system 101, in order to 
refresh storage media 1 1 to the point at which more pictures may be taken from digital 
camera 10. These systems are relatively inconvenient, through their necessity for connecting 
to computer system 101, or costly, through the necessity to purchase additional drives, such 
as drive 100, or larger-capacity storage media (not specifically shown). 
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FIGURE 2A illustrates a preferred embodiment of the present invention that provides 
an efficient system for managing the limited memory resources of a typical electronic device. 
Digital camera 20 is configured according to the present invention. It uses similar memory, 
such as storage media 1 1 , that allows it to be compatible with the prior art methods of 
memory management depicted in FIGURES 1A - 1C. However, digital camera 20 includes 
additional preferred elements as shown in FIGURES 2 A and 2B. 

Digital camera 20 preferably comprises packetizer 201 that manipulates and processes 
the data stored in storage media 1 1 into a collection and sequence of packets. Depending on 
the system contemplated for use, the packets may generally be comprised of varying size. In 
some systems, each packet may have a uniform data/payload length along with the 
appropriate destination, origination, and sequence information in header information blocks 
within the packets. Alternatively, some systems may allow for variable-sized packets that 
may vary the size of the data/payload as well as the header information. 

Digital camera 20 also preferably includes transceiver 202 and communication 
controller 203 to facilitate opportunistic communication with remote transport hosts. 
Communication controller 203 preferably broadcasts a general hail into a range around digital 
camera 20. While not necessarily a part of a specific system or network, communication 
controller 203, through transceiver 202, opportunistically monitors any reply communication 
signals that may be sent by neighboring devices that receive and recognize the hail. As an 
opportunity arises with the detection of a reply signal, a communication link between digital 
camera 20 and the responding device is preferably established. 

Transceiver 202 preferably transmits copies of each of the packets to the remote 
transport devices that have established a communication link with digital camera 20. In the 
preferred embodiment, a single packet is preferably opportunistically transmitted to a single 
remote transport device. The other packets are preferably also singly transmitted to 
additional single remote devices. As the packets are transmitted from digital camera 20, 
transceiver 202 and packetizer 201 preferably signal to memory controller 204 that a 
particular packet has been transmitted. Once a packet has been transmitted, memory 
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controller 204 may preferably delete the particular data corresponding to the transmitted 
packets. 

It should be noted that in alternative embodiments, memory controller 204 preferably 
may process the data into miniaturized or reduced representations of the original image, such 
5 as with a thumbnail image of the original In such alternative embodiments, memory 

controller 204 may save the data corresponding to the thumbnail through path 2001, while 
deleting the data on the original image through path 2000. 

FIGURE 2B shows a perspective view representative of a typical connection map of 
the present invention. By way of example of a preferred embodiment of the present 

1 0 invention, a user has taken pictures with digital camera 20 that are now stored on storage 
media 1 1 . As the user walks along, digital camera 20 emits a general hail within a certain 
radius. Cash register 22 preferably incorporates wireless technology compatible with the 
format transmitted from digital camera 20. When the user passes by cash register 22, cash 
register 22 preferably sends a response to the hail. Digital camera 20 receives the response 

1 5 and preferably sets up an opportunistic communication link with cash register 22. Once the 
communication link is established, digital camera 20 preferably sends a single packet to cash 
register 22. The packet is sent addressed to a centralized collection point. Using its operating 
system and network capabilities, cash register 22 reads the destination address of the packet 
and sends it to collection host 26 over communication network 25, which could be the 

20 Internet or some other data network. 

Digital camera 20 preferably monitors the packets that are transmitted and once the 
transmission has been detected, the data on storage media 1 1 that corresponds to the 
transmitted packet may preferably be erased. This process slowly erases the data on storage 
media 11, advantageously making room for new pictures, data and/or, information to be 

25 recorded thereon. 

Concurrently with the communication session transpiring between digital camera 20 
and cash register 22, digital camera 20 preferably continues to issue its general hail during 
communication transmission pauses. As the user passes near two-way pager 23 and mobile 
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phone 24, both of which preferably incorporate compatible wireless technology, pager 23 and 
phone 24 preferably transmit response signals to digital camera 20. Digital camera 20 then 
preferably establishes other opportunistic communication links between each of two-way 
pager 23 and mobile phone 24. Once such links are established, digital camera 20 transmits 
5 single packets to each of two-way pager 23 and mobile phone 24. In continuance of the 

preferred embodiment, digital camera may maintain a communication link with any of cash 
register 22, two-way pager 23, and/or mobile phone 24 for as long as the devices are within 
range. As long as the communication link remains active, digital camera 20 may send 
another single packet to any or all of the devices on the link(s). 

10 The preferred embodiment of the present invention uses singly transmitted packets in - 

order to minimize the possibility that a wireless personal device, such as two-way pager 23 or 
mobile phone 24 is charged for any air time used when transmitting the packet through 
communication network 24 to collection host 26. To further this goal, the transmitted packets 
may preferably be configured to be transmitted during routine connection times between the 

15 wireless devices, when the wireless service providers typically do not charge for connection 
air time. Alternatively, the transmitted packets could also be configured to piggy-back onto a 
packet of data transmitted by the wireless device during normal use. 

It should be noted that other means may be used to prevent costs charged to carriers or 
intermediate hosts. For example, mobile telecommunications use control channels to 
20 transmit codes and signals for setting up calls or other types of call administration functions. 
A preferred embodiment of the present invention may also use the control channels of the 
mobile communication network to transmit its data. 

As the user passes within range of any number of different compatible devices, 
packets are preferably transmitted out with the corresponding data on storage media 1 1 
25 slowly being deleted or erased, thus dynamically making room for new information to be 
recorded. In alternative embodiments configured to save thumbnails of the original image, 
the user may still preferably view a catalog of the pictures taken, even though the full original 
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image has preferably been transmitted to collection host 26 and deleted from storage media 
11. 

Ideally, during the user's travels, each of the pictures taken from digital camera 20 is 
preferably transmitted and forwarded, packet-by-packet, to collection host 26. Collection 
host 26 preferably receives all of the transmitted packets that have been forwarded by the 
intermediate transport devices, such as cash register 22 and mobile phone 24, and 
reassembles them into the coherent data of the original photographed images. The user may 
then preferably access the transmitted pictures by communicating with collection host 26 
through a device such as general purpose computer 27. 

It should be noted that various means may be used to access the transmitted pictures 
on collection host 26. The user may access through the Internet or may access collection host 
26 through a direct dial-up connection as shown in FIGURE 2B. Once accessed, the user 
may view the pictures on collection host 26, process and/or manipulate the pictures on 
collection host 26, or download the pictures to general purpose computer 27 to process or 
manipulate the pictures in some manner. 

FIGURE 3 shows an alternative embodiment of the present invention illustrated with 
digital recorder 30. Digital recorder 30 includes removable memory 3 1 for storing the audio 
recordings. Through the similar hail-response-transmit sequence, packets of the audio data 
are transmitted and forwarded over Internet 34 to collection host 26 through compatible 
transport devices such as mobile phone 24, personal digital assistant (PDA) 32, wireless 
personal area network (WPAN) master server 330, and the like. The user may then use 
general purpose computer 27 to access collection host 26 over Internet 34. In the 
embodiment shown in FIGURE 3, the user may direct collection host 26 to print a transcript 
of the audio data on printer 35 and send the transcription in letter 36 to a destination address 
such as mailbox 37. 

The preferred embodiments of the present invention described to this point have 
transmitted single packets or, at least, single copies of packets through the various different 
devices. As packets are transmitted from the electronic device to any number of intermediate 
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transport devices and across various networks, opportunity exists for a packet to become lost 
or dropped. Because the packet size is typically small, the loss of a few packets may not have 
a seriously adverse effect on the reassembled data. However, if too many packets become 
lost in an original, such as a picture, the resulting picture may experience a degradation in 
5 quality. One alternative preferred embodiment would preferably increase the probability of 
every packet arriving at the destination collection point by transmitting multiple copies of the 
same packet to different ones of the compatible transport devices. 

It should be noted that alternative embodiments of the present invention may also 
incorporate other means of error checking to prevent undesirable loss of some of the 

1 0 transmitted data packets. One such method available for use would be cyclical redundancy ■ 
checking (CRC). CRC is an error checking technique used to verify the accuracy of 
transmitting digital data. The transmitted messages are divided into predetermined length 
which, used as dividends, are divided by a fixed divisor. The remainder of the calculation is 
generally appended onto and sent with the data message. At the receiving end, the receiving 

1 5 host recalculates the remainder. If it does not match the transmitted remainder, an error is 
detected. 

In still further embodiments, portions of data from one packet may be included in the 
subsequent packet. Therefore, if packets are lost, the lost packets may, to a certain extent, be 
rebuilt based on the redundant information in the surviving packets. It should be noted that 
20 any such error checking or error correction methods may be used by the present invention. It 
is not limited to the methods solely described herein. 

FIGURE 4 illustrates a transmission path network utilizing the preferred embodiment 
for transmitting multiple copies of the same packet. The original data, which may be a 
picture from digital camera 20 (FIGURE 2A & 2B), or an audio recording from digital 
25 recorder 30 (FIGURE 3), has been processed into at least packets A, B, and C. During the 
transmission sequences, transmitter 202 preferably transmits three copies of each packet to 
intermediate transport devices, such as cash register 22, two-way pager 23, mobile phone 24, 
and the like. Copies Al , B 1 , CI are shown preferably transmitted to mobile phone 24, while 
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copies A2, B2, C2 are preferably transmitted to pager 23, and copies A3, B3, C3 are 
preferably transmitted to cash register 22. 

From mobile phone 24, packets Al, Bl, CI are transmitted to network 40A, which 
may be the wireless network providing telecommunications services to mobile phone 24. 
Packets Al, Bl, CI are then sent from network 40A to server 41C over path 4200. From 
server 41C, packets Al, Bl are sent over path 4201 to network 40D. However, path 4201 
malfunctions before packet CI has been transmitted from server 41C. Server 41C finds an 
alternate route for CI and transmits CI to server 4 IB over path 4204. Within network 40D, 
packet Al gets dropped by a congested network element (not shown). However, packet B 1 is 
successfully sent from network 40D to collection host 26 over path 4103. 

Server 41B sends packet CI to network 40C over path 4205, From network 40C, 
packet CI is successfully transmitted to collection host 26 over path 4206. Therefore, from 
the three packets transmitted to mobile phone 24, only two, Bl and CI, actually arrive at 
collection host 26. 

Returning to two-way pager 23, packets A2, B2, C2 are transmitted to network 40B. 
However, due to a deficiency of signal strength (not shown), packet A2 is lost in the 
transmission. Therefore, only packets B2, C2 arrive at network 40B. Within network 40B, 
packet B2 is lost as some network element (not shown) malfunctions. Packet C2 is re-routed 
to network 40C over path 4 1 0 L From network 40C, packet C2 is transmitted over path 4 1 04 
to network 40E. Packet C2 is then successfully transmitted to collection host 26 over path 
4105. Here, of the three packets initially transmitted from transmitter 202, only one, C2, 
successfully arrives at collection host 26. 

Packets A3, B3, C3 are sent from cash register 22 to server 41 A. From server 41 A, 
packets A3, B3, C3 are each sent over path 4000 to network 40C. A3, B3, C3 are then sent 
from network 40C to server 4 IB over path 4001 . Server 41 B malfunctions, thereby deleting 
packet C3 after packets A3, B3 were successfully transmitted over path 4002 to network 40 A. 
From network 40A, packets A3, B3 are sent to network 40B over path 4003. From there, 
packets A3, B3 are transmitted over path 4004 to network 40D. Within network 40D, 
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another network element (not shown) drops packet B3 because of excess network congestion. 
Network 40D re-routes packet A3 to collection host 26 directly over path 4005. Here again, 
of the three packets originally transmitted to cash register 22, only one, A3, successfully 
arrives at collection host 26. 

5 Thus, from the process of transmitting multiple copies of a single packet over the 

ultimate network path, collection host 26 preferably receives packets Al, A3, B2, CI, and 
C2. From these multiple packets, collection host 26 is able to reassemble the entire original 
picture of packets A, B, C. The originally transmitted packets are then transmitted to the user 
through general purpose computer 27. 

10 The alternative multiple copy transmission embodiment shown in FIGURE 4 

illustrates that if only a single copy would have been transmitted in any of the scenarios 
described, collection host 26 may not have received a complete representation of the 
originally transmitted data. This illustrated alternative embodiment therefore, provides an 
improved reliability of the present invention, Such an embodiment could be implemented for 

15 a system in which the security of the packets and/or data is more sensitive. 

FIGURE 5 shows an alternative embodiment of the present invention configured to 
provide the memory management system within a single network or collection of associated 
networks. A user with digital camera 53 having pictures stored on storage media 1 1 
preferably enters a store with a WPAN, such as Bluetooth, IEEE 802.1 1, HomeRF, infrared 

20 (IR), or the like. The store includes a photo processing center equipped to read digital images 
and process the images into standard prints. As the user enters the store and begins shopping, 
digital camera 53 preferably begins communicating through the WPAN network to store's 
master server 330, transmitting the packets representative of the digital images stored on 
storage media 1 1 . Master server 330 preferably sends each received packet to photo 

25 processor 50 for reassembly. The downloading process may preferably be enhanced by 
digital camera 53 establishing additional communication links with other intermediate 
transport devices, such as mobile phone 24 carried by another shopper. The multiple 
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communication sessions preferably increase the speed at which digital camera 20 is able to 
transmit the packets of data 

When the user finishes shopping he or she may go to photo processor 50 to pick up 
any prints that may have been produced. If the user did not spend enough time to fully 
download the pictures from digital camera 53, an alternative embodiment of the present 
invention would allow the user to preferably stop the opportunistic downloading and/or 
transmission of the image data on storage media 1 1 by actuating switch 52 on digital camera. 
It should be noted that while FIGURE 5 illustrates switch 52 for manually deactivating the 
opportunistic transmission, the present invention is not so limited. An alternative 
embodiment may include a hidden switch that is preferably automatically activated when the : 
user opens a door to remove the memory. An alternative switch may be provided that is 
preferably activated when the user actually removes the memory. Any number of different 
methods could be used to implement such a deactivation of the inventive opportunistic 
transmission process. 

Once the process has been deactivated, the user may then preferably remove storage 
media 1 1 and insert it into drive slot 51 from which photo processor 50 would preferably 
directly read the image data. Photo processor 50 would then preferably complete assembling 
the image data and print the photos for the user. 

FIGURE 6 is a flowchart illustrating the steps performed in execution of a preferred 
embodiment of the present invention. In step 600, the original data stored on an electronic 
device is preferably packetized. The electronic device preferably broadcasts a general hail 
within a radius around the device in step 601 . Any compatible neighboring transport devices 
may preferably transmit a reply that is received by the electronic device in step 602. A 
communication link is preferably thereafter opportunistically established with the 
neighboring device in step 603. In step 604, the electronic device preferably transmits a copy 
of a single packet to the neighboring device. Upon receipt of the packet, the neighboring 
device preferably sends the packet along to a collection host in step 605. After the packet has 
been transmitted, the electronic device may preferably store a thumbnail version of the 
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original data in step 607, after which the data corresponding to the transmitted packet is 
preferably deleted from the original data in step 608. The transmitted packets will be 
reassembled into the original form at the collection host in step 605B. The user may then 
access the reassembled data by accessing the collection host. 

In an alternative version of the present invention, the collection host preferably sends 
an acknowledgment of the received packet addressed to the electronic device in step 605A. 
The acknowledgment is received by the electronic device in step 606 prior to steps 607 and 
608. Using the acknowledgment process, errors in packet transmission may preferably be 
detected and thus may prevent the device from deleting the original copy of the transmitted 
data. If the acknowledgment is not received in step 606, the steps of the invention do not 
proceed for that packet. 

It should be noted that in some alternative embodiments, it may not be possible or 
practicable to incorporate the acknowledgment feature. Because the present invention works 
in a mobile environment, the original electronic device may exit the range of the particular 
transport device. Therefore, any acknowledgments sent back through the transmission path 
may not successfully reach the original device. Furthermore, some embodiments may 
employ intermediate or interim servers which strip any device information from the data 
being transmitted through the inventive system. In such embodiments, there would be no 
return address to access or target the original electronic device. 

It should be noted that in alternative embodiments of the present invention, the user 
may preferably designate specific files or information to be opportunistically transmitted, or 
conversely, may designate files not to be transmitted. Alternative embodiments may also 
preferably allow the user to select options to prevent the inventive system from deleting 
certain ones or all of the information residing on the device memory. 

It should further be noted that the present invention may be configured into a single, 
related network or system. For example, an establishment, such as a zoo or amusement park, 
may offer patrons rental of portable electronic devices within the establishment. Thus, if a 
family rents a camera for the day at a zoo, any pictures that may be taken could be 
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transmitted to a processing center that allows the family to pick up or view the pictures taken 
during the day. These processing centers could allow the family to purchase prints of any 
selected pictures or also allow the family to purchase digital copies to be e-mailed to their 
own addresses or to the addresses of friends and families. In such an embodiment, the 
5 establishment would preferably assemble a related group of electronic devices and transport 
devices throughout the establishment with a centralized related collection host or network of 
collection hosts. 

In additional alternative embodiments, users could purchase a service that activates 
the transceiver within the particular device and also activates a user-related file location at the 
10 collection host. Therefore, after the user signs up for the service, his or her device is 
activated and will send all packets addressed to the service's collection host. 
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